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Advanced Security Bundle

What is the Advanced Security Bundle?

The Advanced Security Bundle expands your Vasion Automate Core license with next-level print security
features. All printed information is kept secure all the way to the printer tray while maintaining a convenient printing
experience for your end users.

This bundle includes:

» Secure Release Printing/Pull printing » Off-Network Cloud Printing
» Offline Secure Release Printing * Mobile App Print Release (with the PrinterLogic
» Off-Network Printing Mobile Application)

Check out our Advanced Security Bundle Solution Brief for more about this offering.

Vasion Automate Core

Includes: + 5 Automate Creators* + Up to 200 completed workflows*

Print
* Print Object Management * OS Agnostic Support (Windows, » Role-Based Access Control
* Printer Driver Management Mac, Linux & Chrome) » Administrative Auditing
* Print Job Management « VDI Support (Citrix, AVD, Horizon) » Print Job Reporting & Analytics
* Driver Profile Management « Printer Manufacturer Agnostic * Printer Monitoring & Alerts (SNMP)
« Self-Service Installation Portal » Mobile Direct IP Printing (iOS & Android) « Identity Provider Integrations
* Printer Driver Deployment  Print Server Data Migration Utility (Single & Concurrent)

« Data Warehouse & Bl Integration

Forms Workflow Simplified Scanning
» Web and PDF Forms « Automated Workflows + Scan to Email
 Drag-and-Drop Functionality * Fully Customizable Fields » Scan to Cloud Storage (Box, OneDrive,
» Customizable Branding « Signature Routing SharePoint & Google Drive)
« Electronic Signatures « Built-in Email Notifications » Scan To Network**

» View and Export Real-Time Results

Signature Administration
« Ability to add to forms « Account Management
» Upload, Draw, or Type « User Permissions
Signature Options « IdP Configurations
. J
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Additional Automate Creators

Additional Workflows: Increments of 10 per month

Bundles

+Advanced Security

» Secure Release Print

» Mobile App Print Release

« Offline Secure Release Print
+ Off-Network Print
 Off-Network Cloud Print

+Output Management

* EMR/EHR Support (Epic, Oracle Health EHR)
« ERP Support (SAP)

* API Print Service

* Rules & Routing

« Batch Printing

+Cost Management

* Print Quota Management
» Copy Quota Management**

« Confirmed Delivery

« Document Conversions

« Highly Available Zones

« Document Transformations**

» Output Management Console**

*MSPs will be charged monthly per creator and in increments of 10 workflows
**Feature not yet available, coming soon
+Core - licensed on print queues

How does the Advanced Security Bundle raise the bar on print security for my environment?

Today’s IT security concerns span a variety of topics, which are addressed in detail in our Advanced Security
Executive Briefing. Securing your environment starts with PrinterLogic’s core benefit of eliminating print servers
(which reduces attack surfaces). Additional benefits are outlined in the diagram and in the executive briefing

linked above.

How is Vasion Automate licensed?

The Vasion Automate starter pack includes 5 Automate Creators, 2500 completed workflows, and 25 print queues.
The Advanced Security Bundle is licensed as usual—on a per-print queue basis.

Note: A printer with multiple unique configurations that requires a separate queue for each requires a license.

Vasion’s other bundles—Output Management and Cost Management—can be added individually or in
combination based on your needs. To learn more, visit our website or reach out to your Customer Success Manager.

How are Control Panel Applications deployed to my printer fleet?

The PrinterLogic Control Panel Application (CPA) is installed directly on your MFDs. Each printer manufacturer
has specific prerequisites and installation steps in order to install the application successfully.

The CPA Manager is used to install the CPA on multiple printer objects at one time, which can be done individually
or en masse. In addition, it provides a status overview of each printer with a CPA across each Service Client. See
the list of supported printers here.

vasion.com | 2


http://www.vasion.com
https://info.printerlogic.com/rs/338-HTA-134/images/WP-Advanced_Security_Executive_Briefing-22A.pdf
https://info.printerlogic.com/rs/338-HTA-134/images/WP-Advanced_Security_Executive_Briefing-22A.pdf
https://printerlogic.com/output-management/
https://printerlogic.com/print-quota-management/
https://help.printerlogic.com/saas/1-Printerlogic/6-advanced-features/CPA/Control_Panel_Application_Summary.htm?tocpath=PrinterLogic%20Configuration%7CAdvanced%20Feature%20Configurations%7CPull%20and%20Secure%20Release%20Printing%7CPrint%20Job%20Release%20Mechanisms%7CControl%20Panel%20Application%7C_____0
https://help.printerlogic.com/saas/1-Printerlogic/6-advanced-features/CPA/CPA_Manager.htm?Highlight=cpa%20manager
https://printerlogic.com/cpa/

Does the Advanced Security Bundle offer pull printing?

Yes. PrinterLogic’s secure printing functionality includes pull printing and Secure Release Printing (targeted-
device). This also includes Offline Secure Release, where users can still release their print jobs while the
workstation that initiated the jobs is offline. Read our Secure Release Printing white paper for more details.

What is the difference between Off-Network Printing and Off-Network Cloud Printing?

Off-Network Printing is a key solution for hybrid organizations with remote employees, temporary contractors,
and affiliate partners who all need open access to printers to do their jobs. Through a Zero Trust Network Access
(ZTNA), you can allow employees open access to printing while maintaining high levels of network security by
requiring all employees to authenticate their identities before printing every time, no matter what.

Where Off-Network Cloud Printing differs is how print job data travels to the printer. Off-Network Cloud Printing
eliminates the need for local infrastructure, like the Internal Routing Service, sitting between the cloud and the
networked printer. Instead, data is encrypted, and temporarily at rest in the cloud until the ONCP App, running on
the printer, downloads the print job and prints it.

For a technical dive into Off-Network Printing, check out our white paper.

My printer doesn’t support the CPA. What other print release methods can | use?
There are other release methods that don’t require viewing and releasing print jobs while standing at the

printer, including:

* Mobile App Print Release with QR code support: View and release print jobs within the PrinterLogic Mobile
App. Additionally, the app enables users to scan a QR code linked to a printer to view and release their held jobs.

» Simple Badge Release: Swipe an employee-assigned badge at the printer, allowing the system to print the
most recent or all print jobs in the queue, depending on the configuration. This method involves a physical badge
scanner to be installed on the printer.

* Browser-based Release: Enable any device with a web browser to release print jobs securely.

Visit our website for a full list of CPA-supported printer models for Secure Release Printing to see if your devices
are CPA compatible.

What do you offer that is more cost-effective than Simple Badge Release?

We offer other methods of releasing print jobs that don’t involve physical badging and a badge reader or require
logging in on the printer. Release print jobs from the PrinterLogic Mobile App or on the Control Panel Application, or
scan a QR code to identify the printer for a completely touchless experience.
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Mobile Direct IP Printing is included in the Core license, while Mobile Print Release
requires the Advanced Security Bundle. Why is this?

The core functionality for PrinterLogic has always included direct IP printing for major endpoint operating systems,
including iOS and Android. Mobile App Release, on the other hand, is a Secure Release Printing feature and is only
available through the Advanced Security Bundle.

Other than print job release, does the Mobile App offer any other benefits?

Yes. First, it does not require that a CPA be installed on the target printer. It is nearly as convenient for a user as
badge release (fast, always available), but even works on a less expensive, simple network printer without the extra
cost of badge readers. Second, it has a QR code feature that makes it easy for users to identify where they want to
receive their print job.

Where can | learn more?

Contact your Customer Success Manager to learn more about how the Advanced Security Bundle can benefit you.
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